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Comment activer HTTPS/SSL sur le serveur WAMP
3.2.0

par David Green

Nous avons complètement cessé d'utiliser WAMP et n'écrivons plus à ce sujet ni ne
répondons aux demandes de renseignements. Nous laissons ces articles de côté
pour le moment, car beaucoup nous ont envoyé des courriels au sujet de leur
utilité.
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Pourquoi aurais-je besoin de HTTPS/SSL sur WampServer ?

Le moment est venu pour tous les sites Web de migrer vers HTTPS. À compter de juillet
2018, le navigateur Chrome de Google marquera les sites non HTTPS comme « non
sécurisés ». Google pousse les webmasters à passer aux sites Web non sécurisés depuis
de nombreuses années, notamment en faisant allusion à une petite augmentation des
classements. SSL signifie « Secure Sockets Layer » et lorsqu'un propriétaire de site Web
en possède un, toutes les données transmises entre les navigateurs Web et les serveurs
sont privées et cryptées.

Formation au serveur WAMP : découvrez le serveur WAMP en ligne. Des cours à
partir de 9,99 $ chez Udemy !

WampServer est un excellent outil pour créer un site Web sur votre ordinateur local,
mais pour le moment, il ne prend pas en charge HTTPS / SSL par défaut. Construire
votre site Web à partir de zéro avec HTTPS / SSL à l'esprit peut vous éviter bien des
problèmes lorsque vous mettez enfin votre site en ligne. Dans le tutoriel ci-dessous, je
vais vous montrer comment configurer HTTPS / SSL pour WampServer à l'aide
d'OpenSSL.

Étape 1 : Téléchargez et installez WampServer

Wampserver est disponible en 32 et 64 bits. Assurez-vous de sélectionner le
programme d'installation approprié pour votre version de Windows. Wampserver n'est
pas compatible avec Windows XP, SP3 ou Windows Server 2003. La dernière version
de WampServer est disponible ici https://sourceforge.net/projects/wampserver/ .

Étape 2 : Téléchargez et installez OpenSSL

OpenSSL est disponible en 32 et 64 bits. Assurez-vous de sélectionner le programme
d'installation approprié pour votre version de Windows. Vous pouvez trouver la dernière
version d'OpenSSL ici https://slproweb.com/products/Win32OpenSSL.html . Accédez à
votre dossier de téléchargements et double-cliquez sur le programme d'installation.
Lors de l'installation d'OpenSSL, laissez tous les paramètres par défaut.

Hébergement WordPress géré : Lisez notre examen de l'hébergement géré
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Rocket.net pour voir pourquoi nous avons déménagé. Astuce : Site de mise en
scène inclus. Vitesse. Sécurité.

Étape 3 : Créez votre clé et votre certificat

Ouvrez votre menu Démarrer et chargez l'invite de commande en tant
qu'administrateur et exécutez les commandes suivantes.

Tout d'abord, nous devrons changer notre répertoire dans lequel nous avons installé
OpenSSL.

cd c:/program files/openssl-win64/bin/

Ensuite, nous allons créer notre clé privée. Une phrase secrète vous sera demandée.
Faites-en ce que vous voulez, assurez-vous simplement de vous en souvenir pour la
prochaine étape.

openssl genrsa -aes256 -out private.key 2048

openssl rsa -in private.key -out private.key

Ensuite, nous allons créer notre certificat. Plusieurs questions vous seront posées sur
cette étape. Vous pouvez mettre ce que vous voulez ou simplement appuyer sur Entrée
pour le laisser par défaut. Le seul qui compte vraiment est le nom commun (par
exemple, le nom de domaine complet du serveur), vous devrez taper "localhost"
pour cela .

openssl req -new -x509 -nodes -sha1 -key private.key -out certificate.crt -days 36500

Étape 4 : Déplacez votre clé et votre certificat
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Créez un dossier nommé « key » dans le répertoire c:/wamp64/bin/apache
/apache2.4.41/conf/ .

Navigate to c:/program files/openssl-win64/bin/ to find the certificate.crt and
private.key that you just created. Both of these need to be moved to the new folder
c:/wamp64/bin/apache/apache2.4.41/conf/key/.

Step 5: Edit Your httpd.conf File

Open c:/wamp64/bin/apache/apache2.4.41/conf/httpd.conf and un-comment
(remove the #) the following 3 lines:

LoadModule ssl_module modules/mod_ssl.so

Include conf/extra/httpd-ssl.conf

LoadModule socache_shmcb_module modules/mod_socache_shmcb.so

Step 6: Edit Your httpd-ssl.conf File

Open c:/wamp64/bin/apache/apache2.4.41/conf/extra/httpd-ssl.conf and change
all the parameters to the ones shown below.

DocumentRoot "c:/wamp64/www"

ServerName localhost:443

ServerAdmin admin@example.com

ErrorLog "${SRVROOT}/logs/error.log"

TransferLog "${SRVROOT}/logs/access.log"

SSLSessionCache "shmcb:${SRVROOT}/logs/ssl_scache(512000)"

SSLCertificateFile "${SRVROOT}/conf/key/certificate.crt"

SSLCertificateKeyFile "${SRVROOT}/conf/key/private.key"

CustomLog "${SRVROOT}/logs/ssl_request.log"

DocumentRoot needs to be set to the location of your website files. ServerName
can be “localhost” or however you choose to access the website in your web browser
“example.com”.
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Step 7: Restart WampServer

Everything should be set up now. Make sure you restart WampServer for the changes to
take effect. If you see a green WAMP icon everything should be right. If the icon is
orange there is a problem with your syntax somewhere.

You can run c:/wamp64/bin/apache/apache2.4.41/bin/httpd -t in command prompt
and if there are any syntax errors they will be listed.

You should now be able to access your website with HTTPS / SSL enabled.

Keep in mind that you will still get a “not secure” warning in your web browser. Just
add an exception and you will be able to access the website. This is a self-signed
certificate and is for development purposes only.

WAMP Server Training: Learn WAMP Server online. Courses as low as $9.99 at

Udemy!

If you enjoyed this tutorial, please be sure to follow us on Facebook and Twitter. You
can also find us on Freelancer if you need some help with your WordPress website or
web development issues.

WordPress and Web Development Tutorials�
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More Great Tutorials

How to display updated date for WordPress posts with GeneratePress

5 Things to Consider Before Installing Free WP Plugins

How to Change the Order of WordPress Posts (3 Methods)

How to Manually Create a Child Theme in WordPress
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David Green
My name is David and I am the founder and author of Zuziko. I am
passionate about web development and have created Zuziko as a
way to share my knowledge and experience with the world. My
WordPress user profile.

41 thoughts on “How to Enable HTTPS / SSL on WAMP Server 3.2.0”

s.m.
February 21, 2021 at 1:25 pm | Reply

SSL files need the correct location. I’ve fixed the 4th step issue from this follow-
up: https://puvox.software/blog/install-ssl-https-on-wamp-server/

John
February 5, 2021 at 9:58 pm | Reply

This doesn’t work but matts solution https://github.com/custom-dev-
tools/WampServer-SSL-Auto-Config
worked like a charm

Scott (Zuziko Admin)
February 11, 2021 at 11:01 pm | Reply
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Thanks for sharing that, John. We stopped using WAMP a ways back, and
appreciate your providing this guidance to our site visitors!

Stephen
November 10, 2020 at 7:05 pm | Reply

Great tutorial and well laid out. It worked as described, but ran into the same
issues of the browser warning it is not secure as other commenters. I hope this
saves somebody else some time. After a fair amount of searching I found a
solution that supports the alternate name issue and creates a root certificate to
be imported to the OS. You can find it here:
https://www.youtube.com/watch?v=ia61AcdoZP0&
list=PLzlGn6bL1NuVQsiliq90F1uzRUxqdNLca&index=6
Maybe OP can update this to support these issues.

Dima
October 2, 2020 at 5:59 am | Reply

Realy helpful! Thx!

J.F. HAAS
September 5, 2020 at 3:14 pm | Reply
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Perfectly clear. Done in 3 minutes. Thank you !

Mousaad
September 3, 2020 at 5:47 pm | Reply

Hi David .
first. thank for this tutorial.
my question is if i have my private key and certificate which i buy it and
replaced by self-signed certificate which is created by open ssl it dose it work i
mean the notification your connection is not secure will not shown again and
my connection will be secure ?…
many thanks for you again ….

Julio
August 13, 2020 at 12:41 pm | Reply

Hello, I followed the steps, but when I go to https: // localhost, and decide to
continue despite the warning, I don’t have the padlock, and the https is crossed
out, what should I do?

Marco
August 6, 2020 at 11:55 am | Reply
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Thank you for a great post! Very accurate and helpful – Wow!

Matt
July 8, 2020 at 9:10 am | Reply

For anyone who is having trouble configuring SSL with WampServer check out
https://github.com/custom-dev-tools/WampServer-SSL-Auto-Config

This batch script (with a simple to edit sample-config.ini file example) should
make setup a breeze whilst also:

1. Adding extra seperation between WampServer and your projects directories
(noting ability for multiple domain setup).

2. Adding self signed certificates to your windows certificate store (eliminating
the need to accept exceptions / untrusted certificates) every time.

3. Allowing URL friendly domain names (by updating your windows hosts file
when run under administrator privileges).

Sigal
November 9, 2020 at 10:32 am | Reply

Thank you, I tried to run this bat file but it does nothing.
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ihd
June 23, 2020 at 4:36 pm | Reply

managed to follow your guide, but cant get it going, error is
AH00526: Syntax error on line 129 of C:/wamp64/bin/apache/apache2.4.41
/conf/extra/httpd-ssl.conf:
SSLSessionCache cannot occur within section

Lovro
May 30, 2020 at 6:39 pm | Reply

Just wanted to say thanks for a great tutorial

DK
May 22, 2020 at 2:49 pm | Reply

Great tutorial.

If anybody has any issues with syntax (like I did) check and recheck each of the
edits to the httpd files and the issue should fix itself.

Angelo Pera
May 18, 2020 at 2:28 pm | Reply
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This article was great. I followed all the steps. During Testing, the Syntax was
OK.

But when I restart all the services of my WAMPServer the icon didn’t turn green.

How will I solve this?
Thanks

mac
April 7, 2020 at 4:01 pm | Reply

Works ok, thank you.

jon
April 2, 2020 at 9:43 am | Reply

managed to follow your guide, but cant get it going, error is
AH00526: Syntax error on line 129 of C:/wamp64/bin/apache/apache2.4.41
/conf/extra/httpd-ssl.conf:
SSLSessionCache cannot occur within section

appreciate a feedback.. thanks

James
March 22, 2020 at 12:47 pm | Reply
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Hi,

I followed the steps as mentioned. The index page is now being displayed but
when I open a post or page, it displays WAMP homepage.

How can I fix it?
TIA.

Tomdp
March 3, 2020 at 4:51 pm | Reply

Great tutorial, got it all working in a couple of minutes. Thanks a bunch.
I’m bumping into one issue though, I use Google authentication which requires
a SSL cert. cURL returns an error after login though : unable to get local issuer
certificate. I think this has to do with the certificate validation?

Waleed Barakat
February 23, 2020 at 8:25 pm | Reply

Hello,
Thanks for the explanation, but unfortunately your method doesn’t work and
caused the localhost server to halt and stopped working.

The correct way to install the OpenSSL certificate on Localhost running with
WAMP server by following the exact steps on this webpage:

How to Enable Localhost HTTPS (SSL) on WAMP Server
https://www.proy.info/how-to-enable-localhost-https-on-wamp-server/
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I just changed the apache version from apache2.4.23 to apache2.4.41 and
everything is working great and the https server working without issues. Your
method caused apache server to stop running.

You may review the other steps and update this topic.
Thank you.

Scott (Zuziko Admin)
February 24, 2020 at 1:25 am | Reply

Thank you for letting us and other readers know. We’ll have a look at the
article you linked out to and see if we can reproduce the issue that you had,
too.

Timo
September 5, 2019 at 3:40 am | Reply

Great article David! Got it working in no time. Just fantastic. Thanks for sharing
this. ���

Arjen
July 22, 2019 at 2:53 pm | Reply
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Enter “chrome://flags/#allow-insecure-localhost” in your chrome browser
and “Allow invalid certificates for resources loaded from localhost.” to bypass
the security warning about your self signed certificate.

Ilya Bakhlin
May 17, 2019 at 4:15 am | Reply

Hello, David.

First of all, thank you very much for the tutorial, it’s really helpful!

On the other hand, I have the following question: how can I set up different
certificates for my virtual hosts? Because the configuration you have shared
here is applicable only to the default WAMP directory.

Thank you very much!

Regards.

David Green
May 17, 2019 at 3:57 pm | Reply

Hello Ilya,

The same way that you can add multiple VirtualHost in the httpd-vhost.conf,
you can also add them to the httpd-ssl.conf. You just have to manually do it in
a text editor instead of using the WAMP icon.

Copy the <VirtualHost _default_:443> below and paste it at the bottom of
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your httpd-ssl.conf file. Then, change the DocumentRoot, ServerName,
Directory, etc. with your new project details.

<VirtualHost _default_:443>

DocumentRoot "c:/wamp64/www/wordpress"

ServerName newproject.com:443

ServerAdmin admin@example.com

ErrorLog "${SRVROOT}/logs/error.log"

TransferLog "${SRVROOT}/logs/access.log"

SSLEngine on

SSLCertificateFile "${SRVROOT}/conf/key/certificate.crt"

SSLCertificateKeyFile "${SRVROOT}/conf/key/private.key"

<FilesMatch "\.(cgi|shtml|phtml|php)$">

    SSLOptions +StdEnvVars

</FilesMatch>

<Directory "${SRVROOT}/cgi-bin">

    SSLOptions +StdEnvVars

</Directory>

BrowserMatch "MSIE [2-5]" \

         nokeepalive ssl-unclean-shutdown \

         downgrade-1.0 force-response-1.0

CustomLog "${SRVROOT}/logs/ssl_request.log" \

          "%t %h %{SSL_PROTOCOL}x %{SSL_CIPHER}x \"%r\" %b"

</VirtualHost>

João Paulo
May 10, 2019 at 11:17 am | Reply
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C:/wamp/bin/apache/apache2.4.23/bin/httpd -t

httpd: Syntax error on line 184 of C:/wamp/bin/apache/apache2.4.23
/conf/httpd.conf:
Cannot load modules/mod_ssl.so into server: The operating system cannot run
%1.

David Green
May 11, 2019 at 3:30 pm | Reply

Hi João,

Make sure you have the correct version of OpenSSL Installed. If you are using
64-bit windows make sure to use the 64-bit version of OpenSSL. Using the
incorrect version can cause this error.

Source: https://stackoverflow.com/questions/40017498/cannot-load-
modules-mod-ssl-so-into-server

Joseph Levin
February 21, 2019 at 10:01 pm | Reply

I was able to make the suggested modifications, and was met with a Syntax OK
when performing the final check.

After attempting to go to https://localhost in Google Chrome, I clicked the
“Advanced” button to “Proceed to localhost (unsafe).”

I was met with this error:
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Forbidden
You don’t have permission to access / on this server.
Apache/2.4.37 (Win64) OpenSSL/1.1.1a PHP/7.2.14 Server at localhost Port 443

Any insight into this would be much appreciated!

Thanks!

Joseph Levin
February 22, 2019 at 7:39 am | Reply

Nevermind – this page had the fix for the 403 Forbidden Error:
https://stackoverflow.com/questions/40591426/you-dont-have-permission-
to-access-on-this-server-when-using-https

I took the contents between the directory tags:

Options Indexes FollowSymLinks MultiViews

Require all granted

AllowOverride none

and placed it within the same area in my httpd-ssl.conf file, but after the entry
that was already there.

The end result of my edit looked like this:

<Directory "c:/wamp64/www">

   SSLOptions +StdEnvVars

   Options Indexes FollowSymLinks MultiViews

   Require all granted

   AllowOverride none

</Directory>
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and that did the trick!

Thank you for providing this guide!

Zaki
February 22, 2019 at 8:41 am | Reply

I did the same thing but I’m still getting the error “You don’t have permission
to access / on this server.”

BTW here is more info “Apache/2.4.35 (Win64) OpenSSL/1.1.0i PHP/7.2.10
Server at localhost Port 443.”

Michal Haltuf
April 25, 2019 at 5:25 am | Reply

Worked for me and solved my problem. Thank you!

Mat
February 12, 2019 at 4:48 am | Reply

Hi,

Only the command “Directory” was not working for me in Apache 2.4.33, so I
couldn’t use the ${SRVROOT}, but with the debugger in Command Prompt it was
easy.
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Thanks you.

Mat.

André
December 28, 2018 at 12:47 am | Reply

Many thanks David for the tutorial. My localhost returned the message below:

This page is not secure (broken HTTPS).
Certificate – Subject Alternative Name missing
The certificate for this site does not contain a Subject Alternative Name
extension containing a domain name or IP address

David Green
December 28, 2018 at 4:31 am | Reply

Hi André, you are receiving this error because this is a self-signed certificate.

When you use a self-signed certificate there is no third-party Certificate
Authority (Symantec, GlobalSign, Trustware, Comodo etc.) involved in signing
the certificate and certifying your identity, so your web browser will indicate
that the connection is not secure and advise you not to enter or transmit
sensitive data such as credit card numbers, passwords, etc.

On Google Chrome, click the “Advanced” button and “Proceed to localhost
(unsafe).”

On Firefox, click the “Advanced” button and “Add Exception” for
https://localhost.
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This will allow you to access https://localhost even though the certificate is not
trusted by your browser.

Chris Dillon
December 25, 2018 at 7:01 am | Reply

Many thanks David for the clear and concise tutorial. You definitely saved me
time and frustration.

However, the syntax highlighter buttons are not working (check JavaScript
console).

David Green
December 27, 2018 at 3:58 am | Reply

Glad I was able to help Chris! Thanks for letting me know about the
highlighting issue. Everything should be working fine now.

Steven Rodriguez
December 19, 2018 at 8:52 pm | Reply

This is the error I get now:

AH00526: Syntax error on line 2 of C:/wamp64/bin/apache/apache2.4.37
/conf/extra/httpd-ssl.conf:
Invalid command ‘Directory’, perhaps misspelled or defined by a module not
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included in the server configuration

David Green
December 20, 2018 at 4:00 am | Reply

Hi Steven, I was able to replicate your problem by removing the # from line 2.

This is what line 2 of the httpd-ssl.conf should look like:

# This is the Apache server configuration file providing SSL support.

Replace line 2 with the code provided above and restart WAMP. If you are still
getting errors, let me know.

MR.Mostafa
May 8, 2019 at 6:12 pm | Reply

Comment activer HTTPS / SSL sur le serveur WAMP 3.2.0 » Zuziko https://zuziko-com.translate.goog/tutorials/how-to-enable-https-ssl-on-...

22 sur 27 12/01/2022, 14:39

https://zuziko-com.translate.goog/tutorials/how-to-enable-https-ssl-on-wamp-server/?_x_tr_sl=auto&_x_tr_tl=fr&_x_tr_hl=fr#comment-30
https://zuziko-com.translate.goog/tutorials/how-to-enable-https-ssl-on-wamp-server/?_x_tr_sl=auto&_x_tr_tl=fr&_x_tr_hl=fr#comment-30
https://zuziko-com.translate.goog/tutorials/how-to-enable-https-ssl-on-wamp-server/?_x_tr_sl=auto&_x_tr_tl=fr&_x_tr_hl=fr#comment-266
https://zuziko-com.translate.goog/tutorials/how-to-enable-https-ssl-on-wamp-server/?_x_tr_sl=auto&_x_tr_tl=fr&_x_tr_hl=fr#comment-266


I have the same problem.

AH00526: Syntax error on line 125 of C:/wamp64/bin/apache/apache2.4.37
/conf/extra/httpd-ssl.conf:
Invalid command ‘Directory’, perhaps misspelled or defined by a module not
included in the server configuration

Line 125 is:

Directory "c:/wamp64/www"

rob
December 2, 2018 at 6:07 pm | Reply

“Can’t open “private.key” for writing, Permission denied”

David Green
December 5, 2018 at 3:31 pm | Reply

Hi Rob, make sure you Run Command Prompt as an Administrator and that
should fix your problem.

On windows 10 open your start menu. Type in cmd to search for Command
Prompt. Right-click on it and select Run as Administrator.
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Les visiteurs de Zuziko bénéficient de 30 % de réduction sur l'hébergement géré
Rocket.net pour l'hébergement de 3 mois avec le code ZUZIKO à la caisse !

Coupons et promotions populaires

Codes de réduction HostGator

Codes de coupon d'hébergement Dreamhost

Tous les coupons et promotions d'hébergement
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